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Introduction

The ability of extracting circuit functionality from a gate-level netlist is critical in CAD tools
since it can help identify malicious circuits, speed-up Engineering Change Order (ECO)
process, and benefit formal verification. However, as the technologies advance rapidly, the
complexity of modern IC increases incredibly and makes it difficult to extract circuit
functionality just from a given gate-level netlist.
Therefore, the goal of this contest is to develop a tool to perform datapath extraction on
a given gate-level circuit consisting of only primitive gates. That is, contestants are
requested to write a program to “learn” and extract arithmetic operations from the given
netlist and output the datapath in the RTL format.
The following is an example that demonstrates the datapath extraction. In Figure 1, the
left gate-level circuit contains 28 gates. If we “abstract” the arithmetic operations from the
netlist to the right RTL, the functionality of the circuit becomes clear.

Figure 1. Example of datapath extraction.

2.

Background

As the complexity of modern VLSI design increases, how to extract functionality from a
given netlist has become a critical issue for many reasons. The first reason is security. Thirdparty resources such as fabrication services and soft/hard IP cores are widely used.
Although the design effort and time to market (TTM) can be reduced by applying the thirdparty resources, the security issues such as hardware Trojans and IP piracy have become
non-negligible threats. It is desirable for designers to have an effective technique that helps

inspect the netlist and detect hardware Trojans or malicious design changes
[1][2][3][4][5][6][7][8].
Second, correctly identifying the functionality of a netlist can also benefit current design
flow. For example, in formal verification, most advanced verification techniques need
design information or human input. Knowing the functionality of the netlist can reduce the
complexity and effort. Another example is to benefit the Engineering Change Order (ECO)
process. A strong analyzer can keep the designer from locating the ECO gate in a sea of bitlevel gates.
Although there are several academic research on the datapath extraction [1][2][3][4][5],
learning datapath from a large circuit is still difficult due to several reasons. Different
assumptions by researchers make the approaches largely ad hoc [9]. Aggressive
optimization strategies adopted by synthesis tools makes the datapath learning even
complicated.
As a result, in this contest, we formulate a datapath learning and extraction problem. We
expect contestants can develop a tool to learn the arithmetic equations from a synthesized
gate-level netlist.

3.

Problem Formulation and Input Output Format

This section defines the input, output, and the requirement of this contest.
Given a flatten Verilog netlist which contains only primitive gates, contestants need to
write a program to generate a functionally equivalent RTL module and minimize the
number of operators in the output RTL by extracting the datapaths (arithmetic operations)
from the netlist.

3.1 Program requirement
The requested program must be run on a Linux system. The time limit for each case is 8
hours. Parallel computation with multiple threads or processes is not allowed. The program
should accept two arguments, “-input <netlist_path/name.v>” and “-output
<output_path/name.v>”, for specifying the input and output files, respectively.

3.2 Input file format
• Input file is a flatten netlist in Verilog format without hierarchy (one top module
•

•

only). The netlist is synthesized from RTL which is composed of addition,
subtraction, multiplication, conditioning, and/or, bit selection and concatenation.
The netlist is composed of:
1. primitive gates (and, or, nand, nor, not, buf, xor, xnor)
2. wires
3. constant values (1’b1, 1’b0)
Each primary input and primary output can be either a scalar or a vector:
o input [7:0] in1; // an input vector
o input in2; // an input scalar
o output [7:0] out1; // an output vector
o output out2; // an output scalar

3.3 Output file format and requirements
•
•
•
•
•

4.

Evaluation Criteria
•
•

•

•

•
•

5.

Output file should be in Verilog format.
DO NOT change the name of the top module.
DO NOT change the name and declaration for primary inputs and primary outputs.
Allowed Verilog operators are shown in Appendix A
Allowed Verilog keywords are shown in Appendix B

Correctness is necessary. If the generated RTL is not functionally equivalent to the
given netlist, the contestants will get zero points for the case.
cost for each case:
1. module_cost for each module:
- The contribution to the module_cost for each operator can be found in
Appendix A.
- The contribution to the module_cost for each keyword can be found in
Appendix B.
- Each submodule instantiation contributes the module_cost of the
submodule.
- Instantiation of a primitive gate contributes 1.
2. cost = module_cost of the top module.
For each case, reduction_rate MUST be larger than or equal to 70%; otherwise, 0
points are obtained for the case.
𝒄𝒐𝒔𝒕
𝒓𝒆𝒅𝒖𝒄𝒕𝒊𝒐𝒏_𝒓𝒂𝒕𝒆 = (1 −
) × 100%
𝐺𝑎𝑡𝑒 𝑐𝑜𝑢𝑛𝑡 𝑖𝑛 𝑖𝑛𝑝𝑢𝑡 𝑛𝑒𝑡𝑙𝑖𝑠𝑡
𝒑𝒐𝒊𝒏𝒕 for each case which has a reduction_rate >= 70%:
min(𝒄𝒐𝒔𝒕 𝑜𝑓 𝑡ℎ𝑒 𝑐𝑎𝑠𝑒 𝑓𝑟𝑜𝑚 𝑎𝑙𝑙 𝑡𝑒𝑎𝑚𝑠)
𝒑𝒐𝒊𝒏𝒕 =
× 100%
𝒄𝒐𝒔𝒕 𝑜𝑓 𝑡ℎ𝑒 𝑐𝑎𝑠𝑒
final_score is the sum of 𝒑𝒐𝒊𝒏𝒕 of all cases.
The team having the largest final_score wins.

Examples

This section demonstrates the calculation of cost and the evaluation metric.
Figure 2 (a)-(d) show four Verilog RTL examples, which have the same functionality. Let
us consider their cost. In (a), the top module contains 2 equality operators (“==”), 3
multiplication operators (“*”), 3 addition operators (“+”), and 2 conditional operators
(“? :”). As a result, the cost of (a) is 2+3+3+2=10. In (b), the numbers of equality operators,
addition operators, and multiplication operators are 2, 3, and 3, respectively. Furthermore,
there are 2 “if” keywords, which totally cost 2. As a result, the cost of (b) is 2+3+3+2=10 as
well. In (c), there are 2 case items, which totally cost 4. As a result, the cost is still 10. In (d),
Multiply-Accumulate (MAC) are extracted as a submodule (named my_mac). According to
the cost definition, the module_cost of my_mac is 2. Since there 3 instantiations of
my_mac in the top module, the cost of (d) is 2x3+2+2=10.

module top(a, b, c, d, e, s, o);
input [3:0] a, b, c, d, e;
input [1:0] s;
output [3:0] o;
assign o=
(s==2’b00)?a*b+e:
(s==2’b01)?a*c+e:
a*d+e;
endmodule

(a)
module top(a, b, c, d, s, o);
input [3:0] a, b, c, d;
input [1:0] s;
output reg [3:0] o;
always @ (*) begin
case(s)
2’b00:
o<=a*b+e;
2’b01:
o<=a*c+e;
default: o<=a*d+e;
endcase
end
endmodule

(c)

module top(a, b, c, d, s, o);
input [3:0] a, b, c, d;
input [1:0] s;
output reg [3:0] o;
always @ (*) begin
if
(s==2’b00) o<=a*b+e;
else if(s==2’b01) o<=a*c+e;
else
o<=a*d+e;
end
endmodule

(b)
module top(a, b, c, d, e, s, o);
input [3:0] a, b, c, d, e;
input [1:0] s;
output [3:0] o;
wire
[3:0] r1, r2, r3;
my_mac M1(a, b, e, r1);
my_mac M1(a, c, e, r2);
my_mac M1(a, d, e, r3);
assign o=
(s==2’b00)?r1:
(s==2’b01)?r2:
r3;
endmodule
module my_mac(a, b, c, o);
input [3:0] a, b, c;
output[3:0] o;
assign o=a*b+c;
endmodule

(d)

Figure 2. Demonstrations of cost calculation. (a), (b), (c) and (d) show four different, but
functionally-equivalent Verilog RTL modules.
Finally, we demonstrate the calculation of reduction rate with the example shown in
Figure 1 . The cost of the output RTL is 2 (one “+” and one “*”), and the gate count of the
given gate-level netlist is 28. According to the definition, 𝒓𝒆𝒅𝒖𝒄𝒕𝒊𝒐𝒏_𝒓𝒂𝒕𝒆 = (1 −
2/28) × 100% = 91.75%, which is much larger than 70%.

6.

Appendix
6.1 Appendix A: Allowed Verilog operators and the corresponding cost
Operator

Description

Cost

{} {{}}
Concatenation, replication
1/per symbol
[] [:]
Bit-select, part-select
1
+ - * / **
Arithmetic
1
%
Modulus
1
> >= < <=
Relational
1
!
Logical negation
1
&&
Logical and
1
||
Logical or
1
==
Logical equality
1
!=
Logical inequality
1
===
Case equality
1
!==
Case inequality
1
~
Bit-wise negation
1/per bit
&
Bit-wise and
1/per bit
|
Bit-wise inclusive or
1/per bit
^
Bit-wise exclusive or
1/per bit
^~ or ~^
Bit-wise exclusive nor
1/per bit
&
Reduction and
1
~&
Reduction nand
1
|
Reduction or
1
~|
Reduction nor
1
^
Reduction xor
1
~^ or ^~
Reduction xnor
1
<<
Logical left shift
1
>>
Logical right shift
1
<<<
Arithmetic left shift
1
>>>
Arithmetic right shift
1
?:
Conditional
1
※ For example, the cost of the following assignment is 7. This assignment is composed
by a 4-symbol concatenation and a 3 bit(part)-selections.
assign x[9:3] = {a[7:4], b[3], c, 1’b0} ;

6.2 Appendix B: Allowed Verilog keywords and the corresponding cost
keyword
always
and
assign
begin
buf
case
casex
casez
default
else
end
endcase
endmodule
for
if

7.

cost
0
1 (primitive)
0
0
1 (primitive)
2 per item
(default is
excluded)
0
0
0
0
0
0
1

keyword
input
integer
module
nand
nor
not
or
output
parameter
reg
signed
unsigned
wire
xnor
xor

cost
0
0
0
1 (primitive)
1 (primitive)
1 (primitive)
1 (primitive)
0
0
0
0
0
0
1 (primitive)
1 (primitive)
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